Protecting Biometric Data Privacy in Facial Recognition and Authentication: The Polyprotect

Algorithm Solution

José Silva'
recpad2023@silvajose.net
Nuno Gongalves®
nunogon@deec.uc.pt

'Institute of Systems and Robotics
University of Coimbra
Coimbra, Portugal

2Institute of Systems and Robotics
University of Coimbra
Coimbra, Portugal

3INCM Lab
Portuguese Mint and Official Printed Office
Lisbon, Portugal

Abstract

Facial recognition and authentication are techniques that are increasingly
being used to guarantee the reliability and privacy of personal data. Their
use is aimed at practical application in the most varied areas of everyday
life, namely in the use of data in official documents such as passports
and ID cards; in the authentication of computer equipment (smartphones,
laptops, desktops); and the recognition of official documents with national
institutions (social security, finance).

With this goal in mind, we used the face recognition model of Medve-
dev et al. [1] to extract a numerical representation of the face (face em-
bedding), protecting this representation with the Polyprotect algorithm of
Hahn and Marcel [2].

Our theoretical and practical contribution to the field of facial recog-
nition and authentication, using Hahn and Marcel’s Polyprotect algorithm,
associated with Medvedeyv et al.’s facial authentication model, is to ensure
enhanced privacy of biometric data.

1 Introduction

Face Recognition technology uses algorithms to recognize a face through
facial features, such as the shape of the face, the distance between the
eyes, or the position of the nose and mouth. The set of biometric features
detected and extracted makes it possible to uniquely recognize a subject,
and so a conventional Face Recognition system comprises the tasks of
detecting, aligning, representing, and classifying the face [3].

The pipeline produces a numerical representation in a space of bio-
metric features, which corresponds to the mapping of a high-dimensional
vector, the face embedding. The distance between the face embeddings
indicates whether the faces are similar or different. Identity recognition
is provided by distance functions. Thus, if the distance between two face
embeddings is above a certain threshold, there is a high similarity between
the two samples, and the system concludes that they are the same subject.

Face embeddings can be generated using different algorithms, in par-
ticular convolutional neural networks (CNNs). Composed of CNNs, Face
Recognition models are trained on large datasets to learn how to extract
face embeddings. In this training process, the network parameters are ad-
justed so that the embeddings represent the biometric characteristics of
the face [4].

In light of biometric data protection regulations and policies, face
embeddings are considered sensitive data, as they uniquely identify a cit-
izen’s face by containing the biometric traits that represent a subject’s
unique physical characteristics. The use of face embeddings in computer
systems can inadvertently make it possible to track users’ actions in dif-
ferent applications and digital media.

To solve this privacy problem, algorithms are used to protect biomet-
ric characteristics. Our contribution, to protect biometric characteristics,
consists of the combined use of the Polyprotect algorithm by Hahn and
Marcel [2] and the facial authentication model by Medvedev et al. [1].
This new method will use obfuscation techniques, preventing third-party
access to biometric characteristics.

2 Background Theory

There are several approaches proposed in the literature to protect biomet-
ric characteristics.

Pandey et al. [5] proposes a framework that uses features from local-
ized regions of the face to achieve an exact match, then uses conventional
hash functions (such as SHA-256) to protect the biometric data.

Maiorana et al. [6] and Abdellatef er al. [7] use bio-convolution,
which maintains the privacy of biometric templates without affecting recog-
nition accuracy. In bio-convolving, the sequence of n original biometric
features, r(n), is transformed by the function f(n) = r(n) *d(n), where
d(n) is the transformation key.

Mohan et al. [8] create a representation, which is formed by a max-
imum entropy binary code (MEB), which provides decoupling with the
original biometric data (cancelability). This proposed method does not
significantly affect recognition, and guarantees the reproducibility and se-
curity of the biometric data.

Rathgeb et al. [9] make use of Fuzzy Vaults, where sensitive data is
protected using a unique combination of specific biometric characteris-
tics, these characteristics being used as a private key.

Phillips et al. [10] propose an authentication algorithm that applies a
fusion process to the private keys, which have been generated using the
biometric characteristics extracted from users.

Boddeti er al. [11] uses a framework based on homomorphic encryp-
tion to protect biometric data. The framework preserves user privacy and
allows recognition to take place directly in the encrypted domain.

Although these approaches are valid, the Polyprotect method com-
bined with CNN networks shows better results for protecting biometric
characteristics, namely because this new method guarantees irreversibility
and does not allow the extraction of biometric characteristics by compu-
tational means; it allows the revocation of the secure version by replacing
the secret key; it has high accuracy in facial recognition on secure data;
and finally, it does not degrade the performance of the facial recognition
system.

3 Method

The experimental method uses the MOBIO dataset and the VGGFace2
dataset, which constitute a large volume of biometric data of the human
face. MOBIO is a dataset created by the Idiap Research Institute that
was generated using mobile devices, so it provides real samples taken
from mobile phone cameras and laptops [12]. The VGGFace2 dataset is
a wild dataset made up of ~3M images, ~9k classes, ~360 samples per
class (License - CC BY-SA 4.0), and therefore provides a high number of
identities.

The experimental process is as follows (see Fig. 1): 1) Face detection
and alignment: The initial phase involves the application of an algorithm
specialized in face detection, which identifies the facial components and
is then used to cut out and align the face region; 2) Generation of em-
beddings: After the face detection and alignment process, the images are
processed by the model of Medvedev et al. thus generating an embed-
ding that describes the face denoted by V. This embedding is needed to
encode a secure template using Polyprotect; 3) Data obfuscation: The
original, unaltered data, V, is split into smaller sets and encrypted by a
private key. After transforming the data, we obtain and store its protected
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Figure 1: Schematic of the process of generating secure biometric templates from human face images. The pre-trained model extracts the embedding
vectors from the face images (the images shown are from the VGGFace2 dataset). Protected templates are built by the protection algorithm, which
uses the embedding vectors and the user’s key. Results shown when the key is the same and different between the classes in the dataset.

version, which we call P; 4) Comparative analysis: In the final phase, the
P protected templates are compared and evaluated in light of the proper-
ties of accuracy, irreversibility, and renewability. This evaluation reveals
insights into the impact of the transformation and the choice of private
key.

By identifying the relevant factors of greatest significance in the pro-
tection of biometric data, strategies are developed to improve protection
models and algorithms in the field of facial authentication.

4 Results

By identifying the relevant factors of greatest significance in the pro-
tection of biometric data, strategies are developed to improve protection
models and algorithms in the field of facial authentication.

The generation of keys and the grouping of biometric characteristics
affect the various properties of a biometric template, namely accuracy,
irreversibility, and revocability. If biometrics are always protected with
the same key, the similarity between templates increases, which produces
more false positives. On the other hand, if biometrics are protected with
different keys, then distinguishability increases, which generates false
negatives (see Fig. 1).

To reduce the number of false positives and negatives, and to optimize
the degree of irreversibility and revocability of the biometric templates, it
will be necessary to run tests and evaluate the choice of initial parameters
for the Polyprotect method.

5 Conclusion

In conclusion, the use of Medvedev er al. [1] facial recognition model,
together with Hahn and Marcel’s Polyprotect algorithm [2] guarantees
greater privacy of biometric data. This is especially important considering
the increasing use of these techniques in different areas of everyday life,
such as official documents and authentication on computer equipment and
mobile devices. Ultimately, this theoretical and practical approach can
significantly contribute to improving the reliability and privacy of per-
sonal data.
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